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Abstract

In work very relevant to national defense and homeland security, this paper describes
software that detects deception on the basis of actions. This is in sharp contrast with present
approaches that detect deception based on physiological factors, as well as on verbal and non-
verbal cues. Our approach attempts to model agents and their actions. This is achieved in a logic
programming framework using a theory of agents, a theory of actions, and a theory of reasoning
with respect to time.  As a test case, a children’s mystery is analyzed and implemented.  The
software correctly reasons about who the potential suspects are, and ultimately, correctly
identifies the chief culprit.  Further, it can correctly introspect with regard to previously held
beliefs.

Introduction

Present approaches to automatically identifying deception, detect deception on the basis
of physiological factors, and on the basis of verbal and nonverbal queues ([10], [11], [31]).  An
example of how software can use physiological factors to detect deception would include measuring

vocal stress.  Another example would be to measure heat released from the body.  An example of
using a verbal queue would be a situation where the speaker consistently speaks in first person
plural rather than in first person singular.  The aim of such a tactic is to avoid accountability. 
For instance, the speaker may say “we wrote the memo”, instead of “I wrote the memo”. 
Another tactic to avoid accountability is to completely disassociate one’s self from the action,
speaking in the third person as in “it was decided that ...”, rather than in the first person “I
decided that ...”.

In contrast to these approaches, we have developed software that identifies deception on
the basis of actions, using a well defined theory of actions ([6], [7], [26], [28]).  Software based on

this approach should be able to predict consequences of actions, and predict future actions.  A more
detailed discussion of our paradigm is at the end of this introduction.  The program we have
developed is able to mimic the thought processes and conclusions of a police investigation.



  The story used as a basis for our scenario is “Something Queer at the Ball1

Park”,  by Elizabeth Levy.  We have greatly altered the story in order to provide
interesting results. 

To demonstrate our approach, we have created a scenario loosely based upon a child’s
mystery .  The basic idea of the story is that a bat is missing, and the goal is to identify who stole1

the bat.  The basic flow of the story is as follows.  There is a practice at the beginning of the
story.  A particular baseball bat is missing, and presumed stolen.  Everyone present at that
practice is a suspect in the theft of the bat.  There is a subsequent practice in which a glove
becomes missing.  Everyone present at that subsequent practice is a suspect in the theft of the
glove.  At a later time, someone is discovered in possession of the glove.  That person is
assumed to have stolen the glove, and hence, the most likely person to have stolen the bat, since
he was a suspect in the theft of both items.  The events of our story occur over time. Our
program can correctly represent and reason about these events.

Background:  A-Prolog

The main technical tool to be used for reasoning about deception is A-Prolog -- a
language of logic programs under the answer set (stable model) semantics ([29], [30]). A-Prolog
can be viewed as a purely declarative language with roots in logic programming ([35], [36]),
syntax and semantics of standard Prolog ([17], [18]), and in the work on nonmonotonic logic
([48], [42]).  The inference engine used is SMODELS.  This inference engine is aimed at
computing answer sets (stable models) of programs of A-Prolog ([45], [44], [16]).

Execution

The events in the story are sequential with respect to time and so the experiments were
performed in incremental fashion. They are presented here as four distinct executions.  However,
each execution completely subsumes the previous exectuion.  As such, the final execution
contains all the results of the earlier executions.

Execution 1
Execution 1 is trivial, but is necessary to demonstrate that our program reasons correctly,

and does not enter the arena with unfair predispositions.  The results of this execution tell us that
there are no items missing, and hence no suspects.

Execution 2
At a subsequent time (time period 2), a practice occurs.  Those present at the practice are: 

Jill, Marshall,  Ben, and Gwen.  Jill’s bat becomes missing, and is assumed stolen.  Those
present at the practice are assumed suspects in the theft of the bat.  Obviously, Jill is not a
suspect, since she is the owner of the bat.  The relevant facts and inferences output from the
program are presented in figure 1. 
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*holds(missing(bat),2,1) *

* *

*holds(suspect(marshall,bat),2,1) *

*holds(suspect(ben,bat),2,1) *

*holds(suspect(gwen,bat),2,1) *

.))))))))))))))))))))))))))-

     Figure 1 - results of execution 2

To explain the meaning of these formulae, consider the first statement

holds(missing(bat),2,1)

This is cast in the language of “situation calculus” ([40]).  The word “holds” means “our system
believes”.  In formalisms dealing with situation calculus, and theories of actions, such a formula
is of the form

holds(fluent, time_period, truth_value)

A fluent is a time varying variable, and an adequate discussion would unduly complicate this
paper. Nonetheless, the “variable” we have chosen to represent the fact that this bat is missing is
missing(bat).  (It is completely circumstantial that there are parenthesis with an argument, bat. 
We could have just used the text missing without any arguments to represent the missing bat. 
However, since we will later have another object which is missing, we chose this approach.)  

Our program execution will occur over a span of time.  That time will be divided into
distinct time periods.  The length of these periods is not a concern.  The key point is that we have
separately identifiable time periods, as in “the first time period”, “the second time period”, etc. 
Our formula states that we are stating something about time period #2.  

The final argument of our formula is a truth_value, which will be either “1” (true), or “0”
(false.)  The formula we are considering states that at time period 2, our system believes that it is
true that the bat is missing.  

On the other hand, the formula

holds(missing(bat),2,0)

means that at time period 2, our system believes that it is false that the bat is missing.  
Looking at the remainder of figure 1, it further states that our system believes at time

period 2 that Marshall, Ben, and Gwen are suspects in the stealing of the bat.  This is in complete
agreement with our intution.  We do not have knowledge of any other persons having
opportunity to steal the bat.



Execution 3
Our third execution is when a subsequent practice takes place at time value 4. The

persons present at this practice are Jill, Marshall, Ben, Gwen, and Erica.  It is important to note
that Erica is present at this practice and was not present at the earlier practice.  The significant
event that happens at this practice is that Gwen’s glove is missing.  Figure 2 shows us the
pertinent facts and conclusions.
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*holds(missing(bat),4,1) *  
*holds(missing(glove),4,1) *  
* *

*holds(suspect(marshall,bat),4,1) *

*holds(suspect(ben,bat) ,4,1) *

*holds(suspect(gwen,bat),4,1) *

* *

*holds(suspect(marshall,glove),4,1) *

*holds(suspect(ben,glove),4,1) *

*holds(suspect(jill,glove),4,1) *

*holds(suspect(erica,glove),4,1) *

.))))))))))))))))))))))))))-

     Figure 2 - results of execution 3

A little explaining is in order, before we explain the significance of these results.  You
will notice that all these formulae have time period 4.  You will notice in particular that “the
system believes that it is true at time period 4 that the bat is missing.”  Figure 1 had a very
similar formula, stating that fact as of time period 2.  Neither of these formula state WHEN the
bat was stolen, but merely reflects the system’s beliefs as of each of these time periods.  This is
very much akin to saying “when I woke up this morning, I thought it was going to rain, but by
the time I ate lunch, it was apparent that it would not rain.”  Humans readily introspect about
their beliefs, and their beliefs at one time may be counter to their beliefs at another time. 
Although, in this case, the system’s beliefs at time period 2 and time period 4 about the bat
missing are consistent with each other.

Let us now discuss figure 2.  Immediately, we notice that the bat as well as the glove are
missing. Note that we now have two groups of suspects. We have one group of suspects for
stealing the bat, and another group of suspects for stealing the glove.  Notice that both Ben and
Marshall are suspects for the theft of both items. This is because both were present at each
practice and neither owns either object. Also Gwen is a suspect only in the theft of the bat.  That
is because even though she was present at both practices, she cannot be a suspect for stealing the
glove since she owns it.  Similar reasoning applies to Jill and the bat.  It is interesting to note that
Erica is a suspect for stealing the glove and not for stealing the bat.  This is because she was
absent from the first practice, and therefore, could not have stolen the bat.

Execution 4



For our final execution, Marshall is caught in possession of the glove (time value 5).  He
is therefore presumed to have stolen the glove, and further presumed to be the chief suspect in
stealing the bat.  Our primary conclusions are illustrated in figure 3.
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*holds(stolen(marshall,glove),5,1) *

*holds(suspect(marshall,bat),5,1) *

.))))))))))))))))))))))))))-

     Figure 3 - results of execution 4

This figure focuses only on the primary conclusions:  that we conclude that Marshall
stole the glove, and that we conclude that he is the main suspect (and the only main suspect) in
the stealing of the bat.  In reality, our program tells us all its beliefs.  What is missing from this
figure is that the former suspects for stealing the bat (namely, Ben and Gwen) are STILL
suspects.  If something happened such that Marshall was no longer considered the chief suspect,
then Ben and Gwen would resurface as primary suspects.

Figure 4 gives more detail of the results of execution 4.  It is easy to see that we can
introspect about the system’s beliefs.  In particular, we can see that certain persons were suspects
at one time, and are no longer suspects.  Further, as mentioned in the preceding paragraph, if
circumstances changed such that Marshall was no longer a suspect (such as, he has an air tight
alibi), then the earlier suspects would re-emerge as suspects again.
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*holds(missing(bat),2,1) //  At time=2, the bat is missing, Ben *

*holds(suspect(marshall,bat),2,1) //  Marshall, and Gwen are suspects *

*holds(suspect(ben,bat),2,1) *

*holds(suspect(gwen,bat),2,1) *

* *

*holds(missing(bat),3,1) //  no change at time=3 *

*holds(suspect(marshall,bat),3,1) *

*holds(suspect(ben,bat),3,1) *

*holds(suspect(gwen,bat),3,1) *

* *

*holds(missing(bat),4,1) //same as before,  PLUS glove is *

*holds(missing(glove),4,1)  //missing, has its own suspects *

*holds(suspect(marshall,bat),4,1) *

*holds(suspect(ben,bat) ,4,1) *

*holds(suspect(gwen,bat),4,1) *

*holds(suspect(marshall,glove),4,1) *

*holds(suspect(ben,glove),4,1) *

*holds(suspect(jill,glove),4,1) *

*holds(suspect(erica,glove),4,1) *

* *

*holds(stolen(marshall,glove),5,1) // Marshall caught stealing the glove *

*holds(suspect(marshall,bat),5,1) // and is the chief suspect for the bat *
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Figure 4 - more details of the result of execution 4

Future Work

We have seen the ability of the program to reason with available, incomplete
information. It correctly models our intuition.  However, there are three very significant avenues
by which this software could be enhanced.  First, we could more closely employ an already well
established theory of actions.  Following this theory more closely, our actions could be more
complicated.  In addition, our actions could have prerequisites, and consequences.  Certain
actions could happen in parallel, and other actions could be mutually exclusive.  We could
predict the consequences of actions, and we could predict future actions.

Another significant enhancement would be to follow the tri-axis of police investigations. 
That is, that suspects should have the means, motive, and opportunity.  In our scenario here, we
ignored the first two (means and motive), and we trivialized the latter (opportunity.)  In our case,
we considered that those who were present at practice had opportunity.  What if someone was at
practice, but was in the concession stand the entire time (meaning that they were nowhere near
the bat)?  Or, what about the opportunity a car rider may have had?  (That is, someone who rode
in the car with Jill and her bat, but who did not attend practice.)

A final enhancement would be to apply this software to solve other mysteries.  This
pursuit would highlight other considerations.  Further, the overlap between scenarios may
identify opportunities for more general approaches.
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